This paper provides several generalizations of Gauss theorem that counts points on special elliptic curves. It is demonstrated how to implement these generalizations for computation of complex primes, which are applicable in several protocols providing security in communication networks. Numerical examples illustrate the ideas discussed in this paper.
Introduction and Gauss Formula for Counting Points
Knowledge of how to count the number of points on elliptic curve (EC) provides certain advantage in the design of cryptographic systems for secure communication in various applicational environments (transfer of funds in banking, transmission of sensitive information between inventor and his/her attorney, national security agencies, military applications, diplomatic communications, governmental operations, control of weapons of mass distraction, telemedicine etc.). In general, algorithms for counting points on an EC are in the domain of algebraic [1, 2] and algorithmic number theories [3, 4] . Only in special cases it is possible to provide a closed-form solution [5] . Although validation of these algorithms requires application of algebraic number theory, which is beyond the scope of this paper, their description is rather easy to understand for cryptographers and application-oriented computer scientists.
In this paper we provide several generalizations of Gauss theorem and then demonstrate how to apply them in selection of complex prime parameters for the design of the cryptographic systems. These generalizations are based on intensive computer experiments (CE). As a result, not all proofs that validate the algorithms are provided. Instead, we formulate various conjectures and propositions that are supported by results of these CE.
Gauss theorem:
Consider the elliptic curve (EC) 
C F
{excluding the point at infinity O} [4] . If Condition (1.3) holds, then the Gauss Formula (1.4) can be applied to compute a complex prime (C, F). This application is based on the observation that an ordered pair of integers (C, F):=C+iF is a complex prime if and only if its norm  is a prime [5] . However, not all complex primes have components C and F that satisfy (1.3). For instance, (C, F)=(5,2) is the complex prime; yet (5+2)mod4=3.
Therefore, the algorithm provided below is non-deterministic, since its application is restricted by C. F. Gauss Theorem [5] . The following conjectures and propositions generalize Gauss theorem and, as a byproduct, allow to design a deterministic algorithm that computes complex primes for every real non-Blum prime p {pmod4=1}. These propositions and conjectures also provide insights that help to understand how various criteria were derived and applied for integer factorization algorithms that were described in papers [6, 7] recently-published by the author of this paper.
Generalizations of Gauss Theorem
As it is shown below, in certain cases the number of points on EC
can be represented as
where G(a, C, F) is equal either 1 or .
Remark2.1:
In all following discussions, the point at infinity is excluded from the counting. Conjecture2.1: Consider the elliptic curve (1.1), where p is a prime; if Condition (1.2) holds, then
where p is a prime and let condition (1.2) holds; then for every
where ; and let (1.2) holds; then 
Points on Elliptic Curves
In some applications and applets it is necessary to find at ular Diophanti 
Counting Points on Elliptic
Proof is provided in [7] . ition 5.1. 
Counting Points: Detailed Descr
if d is even; however, if d is odd, then there are two cases:
The following :
formula summarizes all cases of Conjecture 6.1 for odd d we provided that case as a Challenge to the re this paper}. Finally, we provided a deterministic algorithm with polynomial time complexity that computes a complex prime (C, F) for every real prime p. In [9] is demonstrated how to implement the complex primes in cryptographic systems based on double moduli reduction, where one modulus is a real prime and another modulus is a complex prime.
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